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Abstract. Monitoring physiological signals while driving is a recent
trend in the automotive industry. We present CardioWheel, a state-of-
the-art machine learning solution for driver biometrics based on electro-
cardiographic signals (ECG). The presented system pervasively acquires
heart signals from the users hands through sensors embedded in the
steering wheel, to recognize the driver’s identity. It combines unsuper-
vised and supervised machine learning algorithms, and is being tested in
real-world scenarios, illustrating one of the potential uses of this tech-
nology.

Keywords: Electrocardiographic signals (ECG), Biometrics, Automo-
tive Industry, Personalization, Security

1 Introduction

Automatic personalization of car settings, based on the driver’s identity, is be-
coming a standard in the automotive industry. Examples of these adjustable
settings include seat and mirror positions, favorite radio stations, address lists,
among others. Traditionally, this problem has been tackled by resorting to some-
thing the user has, like a personal physical key. Recently, with the arrival of
connected car systems, such as Android Auto and Apple Carplay, driver authen-
tication is routed through the smartphone, which typically has an associated
user identity. Moreover, integration with cloud services increases the range of
personalization systems, leveraging the available digital footprint of the user.
Biometric recognition, which makes use of intrinsic measurable properties of the
user, is an alternative authentication method with undisputed advantages. The
inclusion of biometrics into cars is not new [2, 10], though it has not been widely
adopted, mainly due to usability issues.

Our system uses the heart signal to enable driver recognition, in a similar
fashion as with a fingerprint. The electrocardiographic (ECG) signal is acquired
from the driver’s hands with sensors embedded in the steering wheel, continu-
ously and unobtrusively while the user is driving. This allows for biometrics to
be integrated in cars in an innovative way.



2 Target Users

According to a recent report [1], half of all surveyed consumers purchase cars
based on the brand’s technological reputation. In the survey, consumers demon-
strated how information and technology are crucial throughout the car expe-
rience. Additionally, consumers are willing to disclose personal information for
customization, security and savings, with 60% of the population willing to pro-
vide biometric information, such as fingerprints and DNA samples, in return for
personalized security or car security.

Major brands are starting to introduce biometric technology in their prod-
ucts. For example, Ford [3], in a patent approved in January 2015, outlines a
system that uses a smartphone to connect to a car’s controller over either Blue-
tooth or Wi-Fi that allows to lock and unlock the doors, in combination with
a biometric capture device (including a retinal scan, a fingerprint sensor, voice
recognition, or face recognition).

One example of application is car-sharing, where the use of biometrics makes
driver swapping easier, nixing the reliance on a physical key to open and start
the vehicle. Additionally, it could also be used to restrict certain features based
on the driver, e.g. restricting the speed for a young driver, or allowing only to
drive at specific times.

3 System Overview

The CardioWheel solution monitors the ECG while driving, extracting relevant
information related with the driver’s identity and health state. System develop-
ments were made both in Hardware and Software. The Hardware needs to handle
two main tasks: i) ECG acquisition and analog filtering; ii) Signal processing and
classification.

Fig. 1. System Architecture

The acquisition of physiological data in the steering wheel of the car repre-
sents a big challenge. We followed recent trends towards an off-the-person sensing



approach [9], designing our system for ECG acquisition using conductive fabric
electrodes. The signals thus acquired have a lower Signal to Noise Ratio (SNR)
than when compared to traditional approaches. However, the main advantage
of this method is that it can be easily integrated in the steering wheel, without
impacting on the driver’s usual behavior. One additional challenge are the arti-
facts introduced by the highly dynamic setting, as, for example, when the driver
may have one of the hands off of the steering wheel (e.g. when changing gears).
Commonly used state-of-the-art ECG signal processing algorithms are not de-
signed to handle such dynamic settings, having been developed for clinical-grade
equipment in stationary environments.

We have designed and produced a custom-made PCB board focused on noisy
ECG signals, which includes a one-lead ECG sensor at the hands [7], an ARM
processor for signal acquisition and filtering, and an isolation stage to guarantee
user protection. Signal processing and classification are performed on an Intel
Edison computational unit.

Our work follows a partially fiducial framework, and in Fig.1 we depict the
block diagram of the proposed biometric system. After signal acquisition and
filtering, the system detects the presence of the driver’s hands on the sensor,
with a windowing approach. Signal windows with hands present are then for-
warded to a QRS detection block [4], which segments the signal into heartbeats
and also estimates the heart rate. Anomalous heartbeats are discarded with an
unsupervised method [5]. The pattern extraction block takes the preprocessed
input heartbeats to compute a mean template from 5 consecutive segments [8].
The templates are then fed to a classifier, based on support vector machines
(SVM), following the approach proposed in [6].

4 Demonstration Prototype

The CardioWheel integration on a real-world scenario was made by sewing a
conductive fabric to a standard steering wheel cover, as illustrated in Fig.2(a).
Each electrode is connected to our custom PCB board, where the ECG acquisi-
tion takes place. The ECG board is connected via USB to the Intel Edison board
to perform user biometric recognition. The user interface consists of a web page
that communicates with the Edison board via websockets, allowing the user to
perform enrollment and authentication, as well as visualize the heart rate in real
time, as depicted in Fig.2(b). Fig.2(c) represents the integration of our prototype
in an electrical car produced by CEIIA. This integration in a real life scenario
produces data, which will contribute to improve our solution in the near future.
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Guerreiro for their colaboration on the development of the first prototypes.



(a) Steering Wheel in-
tegration

(b) User In-
terface

(c) Prototype in collabora-
tion with CEIIA

Fig. 2. System integration in the steering wheel
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